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The U.S. Government’s Data Ethics Framework serves as a solid starting point for establishing 

consistent ethical standards across agencies, particularly as data-driven decision-making 

becomes more embedded in essential public services. It outlines practical use-cases and 

real-world scenarios, which makes the guidance more personable and human relatable rather 

than purely theoretical without any legitimate backing. One use-case that stood out in the 

Artificial Intelligence & Bias in the Governments Ethical Framework study. Use case: This 

scenario focuses on improving the administration of government benefits while addressing the 

risk that automated systems may unintentionally reinforce existing inequalities. The framework 

highlights the need for careful oversight, transparency in model design, and ongoing evaluation 

to ensure that outcomes remain fair and do not disproportionately impact vulnerable populations.  

 

The second use-case, Dissemination & Impacts, presents a different but equally important ethical 

dilemma where potential ethical issues arise. It centers on the tension between the public’s 

demand for transparency and the legal and ethical constraints tied to sensitive information. While 

openness promotes accountability and trust, unrestricted dissemination can lead to privacy 

violations, misinterpretation of data, or even harm to individuals and communities that are 

already disadvantaged. This use-case emphasizes the importance of balancing these competing 

priorities by implementing clear guidelines on what data should be shared, how it is 

communicated, and the potential downstream effects of its release. Together, these scenarios 

demonstrate that ethical data governance is not just about compliance, but about making 

deliberate, well-informed decisions that account for both immediate outcomes and long-term 

societal impact for generations to come. 
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The first use-case outlined in the Federal Data Strategy and Data Ethics Framework, with a 

secondary objective of “leveraging administrative data and advanced technologies (such as AI) 

to improve performance,” (Office of Management and Budget, 2019) centers on the use of 

application data to streamline decision-making processes. At a high level, the intent is clear but 

the implementation is not: increase efficiency, reduce manual bottlenecks, and create a more 

responsive system for evaluating applicants. However, the execution introduces a critical issue 

that cannot be overlooked from an ethical standpoint. Applicants have consistently reported that 

they are being inappropriately screened out and removed from the application process, raising 

immediate concerns:  fairness, accuracy, and accountability within the system that they think is 

supposed to benefit them. An internal review further complicates the situation by revealing a 

structural limitation tied to data governance practices. Specifically, the data sharing agreements 

associated with the original dataset required that the underlying data be destroyed once the tool 

was deployed on the agency’s customer-facing platform. 

 

 While this may have been intended to address privacy or compliance requirements, the 

downstream impact is significant. Without access to the original data, the agency is effectively 

unable to reproduce results, conduct meaningful audits, or scrutinize the decision-making logic 

embedded within the tool thus creating a major issue. This creates a gap in oversight that 

undermines both transparency and trust. In practice, it means that when concerns are 

raised—such as claims of improper screening—there is no reliable way to validate, challenge, or 

improve the system. The use-case ultimately highlights a core tension in data ethics: the need to 

balance privacy and data minimization with the equally important requirement for accountability, 



                                                        4 

reproducibility, and continuous evaluation of automated systems that might to be able to adapt as 

we humans would like. 

 

The second use-case in the Government’s Data Ethics Framework focuses on animal abuse and 

the role data plays in identifying, reporting, and communicating potential violations. At its core, 

this scenario examines how agencies collect and use sensitive information to inform the public 

while navigating legal and ethical constraints. A key question raised in this use-case captures the 

tension directly: “How could the agency weigh consumers’ right to know about potential animal 

abuse violations while also protecting the privacy of those who have not been convicted?” 

(Office of Management and Budget, 2019) This framing moves the discussion beyond simple 

disclosure and into the territory of responsible data governance. On one side, there is a clear 

public interest in transparency but also a clear issue on the damaging impacts of data that is not 

accurate or reflective of reality within accountability.  

 

Consumers increasingly expect access to information that could influence their decisions, 

particularly when it involves ethical treatment of animals. Providing this data can drive 

accountability and encourage higher standards across industries thus helping mitigate any future 

issues that could arise. On the other side of the issue: releasing information about allegations or 

ongoing investigations introduces real risks, including reputational harm, due process concerns, 

and potential legal liability for the agency for false accusations against someone. Due process is 

important because not everyone accused of a crime in any legal setting is necessarily guilty - this 

can cause reputational harm that could be hard to be reversed. Individuals or organizations that 

have not been formally convicted could be unfairly impacted by premature or incomplete 
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disclosures. This use-case ultimately highlights the need for structured decision-making around 

data dissemination. Agencies must define clear thresholds for what information is shared, ensure 

that data is accurate and contextualized, and implement safeguards that prevent misuse or 

misinterpretation. It reinforces that ethical data use is not just about making information 

available, but about doing so in a way that balances transparency with fairness, protects 

individual rights, and maintains public trust over time. 

 

Sometimes data breaches happen and there is nothing a company or hospital can do to prevent 

them - but the guardrails to prevent them from going deeper and extracting that data is what 

Cybersecurity professionals focus on. The article concludes that the findings found that there is 

“incredible heterogeneity in the information type from a breach. For example, the release of 

patient records is likely to undermine the reputation of a hospital, whereas malware attacks are 

more likely to reduce cash flow rather than the hospital’s reputation.” (Lee & Choi, 2021)the 

paper also goes into how those that do detect these incidents “may not have an incentive to report 

the full financial impact” (Lee & Choi, 2021) thus making a lot of these attacks unknown to the 

full organization.  

 

They also go into “The Sarbanes–Oxley Act of 2002” which requires publicly traded firms to 

disclose data breaches, but investor-owned hospitals account for a small fraction of all hospitals 

thus not being a huge proportion to the issue. More concerning is the finding that roughly 

one-third of the healthcare workforce has never received any formal cybersecurity-related 

training (Lee & Choi, 2021). This gap creates a serious vulnerability in the system. Healthcare 

environments rely heavily on digital records nowadays, interconnected systems, and rapid access 
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to patient information, but without proper training, staff may not recognize threats like phishing 

attempts, unsafe data handling practices, or unauthorized access risks. This lack of preparedness 

doesn’t just increase the likelihood of data breaches—it also raises the chances of patient 

information being mishandled in day-to-day operations. Over time, these weaknesses contribute 

to broader systemic issues around privacy, compliance, and trust in healthcare institutions. 

At the same time, this rapid expansion has created serious ethical concerns. High-profile 

controversies such as the Facebook emotional contagion study, the release of large-scale datasets 

from dating platforms, and the Cambridge Analytica scandal involving tens of millions of 

Facebook profiles have raised public awareness about how easily personal data can be misused. 

In these cases, user information was either used without meaningful consent or leveraged in 

ways that influenced behavior and compromised privacy at scale. 

 

In several documented cases that highlight important parallels - researchers justified their access 

and analysis of social media content by pointing to good intentions, such as improving 

understanding of mental health trends or identifying at-risk populations. While the underlying 

goals may be socially valuable, good intent alone does not remove the need for ethical 

safeguards such as again with the Cambridge Analytica Facebook Scandal. Concerns such as 

informed consent, privacy expectations, de-identification practices, and minimizing potential 

harm remain relevant regardless of the research purpose. In other words, the value of the 

research outcome does not automatically outweigh the responsibility to respect the conditions 

under which the data was shared causing serious ethical issues.  
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A useful comparison is found in offline contexts where a digital footprint is not present such as 

with personal notes or diaries. For example, no researcher would reasonably assume it is 

acceptable to collect and analyze personal diaries, private messages, or written correspondence 

from patients simply because the materials were not physically locked away. Even if such 

documents were left unsecure - the context of the documents and the variability of access - their 

content would still carry an expectation of privacy based on context and relationship, not just 

physical access. Social media content operates in a similar way: accessibility does not eliminate 

the ethical obligation to consider intent, sensitivity, and user expectations such as a users profile 

photo or other identifying attributes. Taken together, this highlights a key limitation in treating 

social media data as inherently “public.” Ethical evaluation cannot stop at technical availability 

such as a simple Google search. It has to account for the social meaning of the space, the 

expectations of the user, and the potential consequences of removing content from its original 

context and repurposing it at scale. You would think a lot of this data that was being collected 

would have had guard rails that were created during the Obama Administration which were 

lacking and allowed this to develop into an even bigger issue “When data have been collected 

without authorization, there should be standard operating procedures developed and followed 

with regard to how data obtained without authorization should be managed, deleted, and 

verified.” (Chiauzzi & Wicks, 2019) 

 

The final research paper is Analyzing the Ethical Implications of Research Using Leaked Data 

The implications and determinants of using data that has been leaked in research has many 

different issues that come up. The paper goes into whether the subjects are selected equitably 

which has shifted over time “Historically, research subjects were chosen because they were 
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easily manipulatable, placing the cost of the research on those unlikely to receive benefits 

(National Commission for the Protection of Human Subjects of Biomedical and Behavioral 

Research 1979). Accordingly, ethical guidelines now require that subjects are chosen equitably 

based on the purpose and setting of the research (45 CFR §46.111(a)(2). 2018).” (Boustead & 

Herr, 2020) with the paper diving into how researchers should be weary and careful to not 

re-inforce questionable data collection that could later be seen down the line as a privacy 

concern.  

 

The findings find it highly inappropriate to use this leaked data regarding members of 

disadvantaged communities or to conduct research that targets such a community such as “using 

leaked communications data to train an algorithm to identify LGBTQ persons from their writing 

should raise serious ethical flags, even if this process uses data from both LGBTQ and non- 

LGBTQ people.” (Boustead & Herr, 2020) creating such an algorithm would not only be against 

the benefit of all people it would create and oppress those in those communities. This could be 

used in certain interactions with law enforcement creating dangerous situations where this data 

could be used against those communities that are already disadvantaged.  

 

The United States Governments Data Ethics framework that was created in 2019 along with the 

use-cases and related research show that not only is there a divide between innovation and 

actionability but the protection of users rights is at the cross hairs. Across the several use-cases 

that were reviewed a pattern emerged: The need for efficient and decision making relies heavily 

on data collection. Many issues including that of biases in benefits administration, limits of 

reproducibility due to restrictive data destruction policies, and conflicts between the public right 
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to transparency. The impacts of data breaches could be minimal in certain measurements, but in 

others such as trust and individual perception is highly eroded. Controversies involving 

large-scale data collection like that of Cambridge Analytica and social media research show that 

accessibility does not automatically justify use, and that consent, context, and expectation of 

privacy remain central to ethical decision-making regardless of intent or application of that data 

onto other heterogeneous systems that may lack safeguards that are assumed to be there in the 

first place.  
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